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Motivation

Attack Scenario: Eavesdropper wants to surveil name resolution in IoT

DNS request

¥

[AAAA, product.example.com]

IoT device @ DNS server

Eavesdropper

DNS response

(U

Ny

[AAAA: 2001:db8::1]
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Motivation

Attack Scenario: Eavesdropper wants to surveil name resolution in IoT
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Countermeasure

Encrypt name resolution triggered by IoT devices against eavesdropping
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Challenge I. Constrained IoT Nodes

& Gigabytes & Kilobytes
& Terabytes @& Megabytes (at best!)
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Challenge II: Constrained IoT Networks

» Low throughput, high packet loss,

BLE asymmetric link characteristics
ea @ zigbee » High penalties on large packets (link
layer fragmentation)

> Typical data rates: 1 to 200 kBit/s
Typical frame sizes: 50 to 200 bytes

v

LoRa @
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Possible Solutions for Encrypted DNS

DNS over HTTPS
(RFC 8484)

DNS over TLS
(RFC 7858)

DNS over QUIC
(RFC 9250)

DNS over DTLS
(RFC 8094)
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Possible Solutions for Encrypted DNS
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New Proposal: DNS over CoAP (RFC 9953)

@ Encrypted communication

» Datagram Transport Layer Security (DTLS)
» Object Security for Constrained RESTful Environments (OSCORE)

&= Block-wise message transfer

> Lightweight segmentation into blocks of equal length
= En-route caching

> Mitigation of high link-layer packet loss
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Outline

CoAP Crash Course
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CoAP: The Constrained Application Protocol
“REST over UDP” ~ The HTTP for IoT

GET /temp?unit=°C

GET 2.05 Content “22.5°C"

PUT

DELETE
2.04 Changed

POST /light “ON”
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CoAP Security Modes

DTLS Datagram Transport Layer Security (~ TLS over UDP)
Encrypted Transport

wn | )
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CoAP Security Modes
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CoAP Security Modes

DTLS Datagram Transport Layer Security (~ TLS over UDP)
Encrypted Transport
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CoAP Security Modes

DTLS Datagram Transport Layer Security (~ TLS over UDP)

Encrypted Transport Unencrypted Channel
f -y Yl =
|_:1 \ \=) J
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CoAP Security Modes

DTLS Datagram Transport Layer Security (~ TLS over UDP)

Encrypted Transport nencrypted Channel
0l

OSCORE Object Security for Constrained RESTful Environment
- T )
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CoAP Security Modes

DTLS Datagram Transport Layer Security (~ TLS over UDP)

Encrypted Transport nencrypted Channel
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CoAP Security Modes

DTLS Datagram Transport Layer Security (~ TLS over UDP)

Encrypted Transport nencrypted Channel
0l

OSCORE Object Security for Constrained RESTful Environment
i -y Yl 2]
—— @
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CoAP Block-wise Transfer

» Uses Block1 (for requests) and Block2 (for responses) option to segment messages
into equal size blocks
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CoAP Block-wise Transfer

» Uses Block1 (for requests) and Block2 (for responses) option to segment messages
into equal size blocks

> Values n/m/s in option: n = block number, m = more blocks, s = block size
Block1 (<96 bytes) Block2 (<96 bytes)

Q POST [MID:1] @ @ @
' I
|
I
I
l
|
|
|
|
|
I
|
l
0

Block1: 0/1/32

I
I
I
I
I
|
|
|
|
|
I
I
I

3

DNS over CoAP + Lenders « Slide 12



CoAP Block-wise Transfer

» Uses Block1 (for requests) and Block2 (for responses) option to segment messages
into equal size blocks

> Values n/m/s in option: n = block number, m = more blocks, s = block size
Block1 (<96 bytes) Block2 (<96 bytes)

Q POST [MID:1] §>@ @ @

Block1: 0/1/32

2.31 Continue [MID:1]
s Block1: 0/1/32

I
I
I
I
|
|
|
|
|
I
I
I

3
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CoAP Block-wise Transfer

» Uses Block1 (for requests) and Block2 (for responses) option to segment messages
into equal size blocks

> Values n/m/s in option: n = block number, m = more blocks, s = block size
Block1 (<96 bytes) Block2 (<96 bytes)

Q POST [MID:1] §>@ @ @

Block1: 0/1/32

2.31 Continue [MID:1]
s Block1: 0/1/32

A

|

! POST [MID:2]
! Blocki: 171732
|

2.31 Continue [MID:2]
Block1: 1/1/32

[o]

e L.Y
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CoAP Block-wise Transfer

» Uses Block1 (for requests) and Block2 (for responses) option to segment messages
into equal size blocks

> Values n/m/s in option: n = block number, m = more blocks, s = block size
Block1 (<96 bytes) Block2 (<96 bytes)

Q POST [MID:1] g% @ @

Block1: 0/1/32 >
2.31 Continue [MID:1]

il Block1: 0/1/32

|

! POST [MID:2]
! Blocki: 171732
|

2.31 Continue [MID:2]

~ Block1: 1/1/32

Block1: 2/0/32

|
! 2.04 Changed [MID:3]
v Blockl: 2/0/32

_
|

|

POST [MID:3] =

T

I

\\,
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CoAP Block-wise Transfer

» Uses Block1 (for requests) and Block2 (for responses) option to segment messages
into equal size blocks

> Values n/m/s in option: n = block number, m = more blocks, s = block size
Block1 (<96 bytes) Block2 (<96 bytes)

Q POST [MID:1] g% @ @

Block1: 0/1/32 >
2.31 Continue [MID:1]

il Block1: 0/1/32

|

! POST [MID:2]
! Blocki: 171732
|

2.31 Continue [MID:2] ]
- Block1: 171/32 |

POST [MID:3] |

v
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‘

M Block1: 2/0/32 A

DNS over CoAP + Lenders « Slide 12



CoAP Block-wise Transfer

» Uses Block1 (for requests) and Block2 (for responses) option to segment messages
into equal size blocks

> Values n/m/s in option: n = block number, m = more blocks, s = block size
Block1 (<96 bytes) Block2 (<96 bytes)

Q POST [MID:1] @ GET [MID:1]

BlockT: 077/32 > [0] (Block2: 070732)

2.31 Continue [MID:1]
s Block1: 0/1/32
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! POST [MID:2]
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- Block1: 171/32 |

v
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‘
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CoAP Block-wise Transfer

» Uses Block1 (for requests) and Block2 (for responses) option to segment messages
into equal size blocks
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CoAP Block-wise Transfer

» Uses Block1 (for requests) and Block2 (for responses) option to segment messages
into equal size blocks

> Values n/m/s in option: n = block number, m = more blocks, s = block size

Block1 (<96 bytes) Block2 (<96 bytes)
Q POST [MID:1] @ @ GET [MID:1] N
| Block1: 0/1/32 gl @ | (Block2: 0/0/32) gl
L 2.31 Continue [MID:1] ] [0, 2,05 Content [MID:1] ]
' Block1: 0/1/32 | T« Block2: 0/1/32 |
! POST [MID:2] ! ! GET [MID:2] !
: Block1: 171732 > [o] : Block2: 170732 >
1

L 2.31 Continue [MID:2] 1 . n L 2.05 Content [MID:2] )
il Block1: 1/1/32 | v r € Block2: 1/1/32 |

| | | |
POST [MID:3] > [0] | |

| Block1. 2/0732 > I !
L 2.04 Changed [MID:3] ! | |
v Block1: 2/0/32 v 3 L
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CoAP Block-wise Transfer

» Uses Block1 (for requests) and Block2 (for responses) option to segment messages
into equal size blocks

> Values n/m/s in option: n = block number, m = more blocks, s = block size
Block1 (<96 bytes) Block2 (<96 bytes)

Q POST [MID:1]

Ny GET [MID:1] N

| Block1: 071732 > @ I (Block2: 0/0/32) g

L 231 Continue [MID:1] ] [0] 2.05 Content [MID:1] ]

< BlockT: 0/1/32 ‘ N Block2: 071732 ‘

! POST [MID:2] ! ! GET [MID:2] !

: BlockT: 171732 > o] : Block2: 170732 .
1

L 2.31 Continue [MID:2] _ [l [o]1 2.05 Content [MID:2] _

-~ Block1: 1/1/32 | v r € Block2: 1/1/32 |

| | | |

POST [MID:3] > 0] GET [MID:3] o

| Block1: 270732 > Vi Block2: 2/0732 >
1

L 2.04 Changed [MID:3] 1 [0]! 2.05 Content [MID:3] !

v Block1: 2/0/32 v e Block2: 2/0/32 1
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CoAP Caching

Client Cache Server
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CoAP Caching

Server

On client node
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CoAP Caching

Client Server

On proxy node
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CoAP Caching

Caching provides decoupling from packet loss

GET /td GET /td

2.05 Content

) Max-Age: 500, ETag: 0x19
Client Cache 286840636£6e74657874782168747470 Server
733a2f2f7777772e77332e6£72672£32
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CoAP Caching

Caching provides decoupling from packet loss

GET /td GET /td

\ 4

2.05 Content

Max-Age: 500 x <
Elangest) Max-Age: 500, ETag: 0x19
Client Cache 286840636£6e74657874782168747470 Server

733a2f2f7777772e77332e6£72672£32
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CoAP Caching

Caching provides decoupling from packet loss

GET /td GET /td

2.05 Content 2.05 Content
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CoAP Caching

Caching provides decoupling from packet loss

GET /td

v
Max-Age: 500

Server
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CoAP Caching

Caching provides decoupling from packet loss

GET /td

< 2.05 Content \/ axhge: 500 X
Max-Age: 500, ETag: 0x19 ETag: 0x19

Cl |e nt aB86840636£6e74657874782168747470 Ca C h e
733a2f2f7777772e77332e6£72672£32
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CoAP Caching

What if cache entry goes stale?

GET /td

v
Max-Age: 500

Server
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CoAP Caching

What if cache entry goes stale?

GET /td

Client
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v
Max-Age: 500

Cache

GET /td

ETag: 0x19

\ 4

Server



CoAP Caching

Cache validation reduces data overhead

GET /td GET /td
ETag: 0x19
N z < 2.03 Valid
) Blangost) Max-Age: 1200, ETag: 0x19 Server
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CoAP Caching

Cache validation reduces data overhead

GET /td GET /td
ETag: 0x19
/ Max-Age: 1200 x P 2.03 Valid
) Blangost Max-Age: 1200, ETag: 0x19 Server
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CoAP Caching

Cache validation reduces data overhead

GET /td GET /td R
ETag: 0x19 ~
2.05 Content 2.03 Valid
Max-Age: 1200 x P
Max -Age: 1200, ETag: 0x19 w Max-Age: 1200, ETag: 0x19
Client 286840636£6e74657874782168747470 Cache Server

733a2f2£f7777772e77332e6£72672£32
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CoAP Caching

Cache validation reduces data overhead

Orthogonal to DNS caching!

( <. UJ CUTTLTTIU I J NTax.Age: 12:0 x I( <. Uo vdiitd
Max-Age: 1200, ETag: 0x19 Blangost Max-Age: 1200, ETag: 0x19
Client 286840636£6e74657874782168747470 Cache Server

733a2f2£f7777772e77332e6£72672£32
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Outline

DNS over CoAP
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DNS over CoAP (DoC)

» Just map the DoH
methods GET and POST
(RFC 8484)?
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DNS over CoAP (DoC)

» Just map the DoH
methods GET and POST HTTP

(RFC 8484)? GET POST

Responses cacheable X
Application data carried in body X v
Block-wise transferable query X v
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DNS over CoAP (DoC)

» Just map the DoH
methods GET and POST
(RFC 8484)?

» FETCH method in CoAP:
best of both worlds
(RFC 8132)

DNS over CoAP + Lenders « Slide 15

CoAP

HTTP
GET POST FETCH

Responses cacheable X v
Application data carried in body X v v
Block-wise transferable query X v v




DNS over CoAP (DoC): Example Query

FETCH request

DoC
Client |,

CoAP response

v

A)

DoC DNS
Server Infrastructure

A~ _

DNS over CoAP

DNS over CoAP + Lenders  Slide 16
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DNS over CoAP (DoC): Example Query

FETCH coap://doc.example/
Content-Format: application/dns-message
(What is AAAA for “example.org”)

FETCH request

AN Y
DoC I DoC DNS
Client |, CoAPresponse |gerver| Infrastructure
A)
DNS over CoAP DNS over UDP/HTTPS/QUICY...
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DNS over CoAP (DoC): Example Query

’ (What is AAAA for “example.org”) ‘

FETCH request

DoC
Client |,

CoAP response

v

A)

DoC DNS
Server Infrastructure

A~ _

DNS over CoAP
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DNS over CoAP (DoC): Example Query

’ (AAAA for “example.org” is 2001:db8: : 1, TTL: 3600) ‘

FETCH request

DoC
Client |,

CoAP response

v

A)

DNS
Infrastructure

A~ _

DNS over CoAP
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DNS over CoAP (DoC): Example Query

DoC
Client

Content-Format: application/dns-message
(AAAA for “example.org” is 2001:db8: : 1, TTL: 3600)

2.05 Content

FETCH reqy///\
4

CoAP response

DoC DNS
Server Infrastructure

A)

DNS over CoAP
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Benefits of DoC

> As performant or slimmer as other UDP-based encrypted DNS solutions
(e.g. DoDTLS, Doq, ...)

» When using Object Security (OSCORE): ~ '/2 memory usage & build size
from Transport-Security-based solutions

» Comparable privacy guarantees to DoH

» Batteries included: Discoverable via SVCB records (RFC 9460),
DHCP, RAs, etc. (RFC 9463) from the start
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Further Improvements
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Further Improvements
Concise DNS Message Representation

Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name
Length

(minimum)
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Further Improvements
Concise DNS Message Representation

Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name Message Link Layer PDU [bytes]
0 127 254

Length Type L1

AAAA
802.15.4] 6LoWPAN
2 chars Response oz °

7 bytes too long!
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Further Improvements
Concise DNS Message Representation

Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name Message Link Layer PDU [bytes]

0 127 254

Length Type N R
AAAA CoAP+
2 chars Response GEOWRAN OSCORE
T T T 1T

= Fragmentation
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Further Improvements
Concise DNS Message Representation

Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name Message tes]

Length Type

AAAA
response

High penalties on
link layer fragmentation

254

= FragmerRation

DNS over CoAP + Lenders - Slide 19



Further Improvements

Co

Con

N
L

E

=2

DAIC NAo aca Do etatic .o

Concise DNS messages are needed

Media Type and Content-Format

(i.e., usable with both DoC and DoH)
https://datatracker.ietf.org/doc/draft-lenders-dns-cbor/

Objectives:

P> Concise encoding of DNS messages using existing implementation (CBOR)

» Omits (redundant) DNS fields in DNS queries and responses
> Provides (optional) address and name compression using Packed CBOR

DNS over CoAP + Lenders - Slide 19
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Further Improvements
Concise DNS Message Representation

Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name Message Link Layer PDU [bytes]

127 254

0
Length Type L1111
AAAA CoAP+
802.15.4] 6LoWPAN DNS)
2 chars Response 802.15.4 OSCORE DN}
T T T T T T
11 ac 80 00 00 01 [@GMEH 00 00 00 00 02 67 77 00 81 B3 s2 [{SNGEN0 50
00 1c 00 01 cO Oc 00 1c 00 01 00 00 ([(ENIO) OO0

Classic DNS DNS+CBOR
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Further Improvements
Concise DNS Message Representation

Constrained Networks, e.g., IEEE 802.15.4 with PDU of 127 bytes

Name Message Link Layer PDU [bytes]
Length Type \ L1111 "

254
AAAA CoAP+
2 chars Response 802.154)  6LowPAN| | <° C (DS

11 ac 80 00 00 01 [@GMEH 00 00 00 00 02 67 77 00 81 B3 s2 [{SNGEN0 50
00 1c 00 01 cO Oc 00 1c 00 01 00 00 ([(ENIO) OO0

Classic DNS DNS+CBOR
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Conclusion & Outlook
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Conclusion & Outlook

Secure & privacy-friendly DNS is ready for the constrained IoT:
» DoC with FETCH provides encrypted, cachable, and segmentable DNS
> En parin resolution time with existing UDP-based transfer protocols

> DNS over OSCORE outperforms DNS over DTLS, CoAPS, or QUIC
both in packet and memory size

Outlook:
> CBOR-based DNS message format for smaller packet size
» Oblivious DNS over CoAP in the works
» Encrypted multicast DNS (i.e. DNS-SD/Bonjour/Avahi) could be an option
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Implementations?

» Unbound Resolver WIP: https://github.com/NLnetLabs/unbound/pull/1252
» Clientin RIOT OShttps://api.riot-os.org/group__net__gcoap__dns.html

We want your help!
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Get in Contact with Me

¥ martine.lenders@tu-dresden.de

&) https://lenders.berlin

M https://www.linkedin.com/in/martine-berlin
@ Emiri64@ohai.social (@fedi.miri64.xyz in W)
¥ Omiri64d.xyz (Gmiri64@bsky.brid.gy in @)
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