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About me

Stefan Staub
Senior Manager Security & LAN

Paul Hartmann AG
im Unternehmen seit 1999
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• Introduction HARTMANN GROUP
• Why IT Security
• Is DNS a risk?
• DNS Security Challenges
• Time Travel to Secure Network Services
• BloxOne Threat Defense in action

Agenda
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HARTMANN at a glance

Global footprint

€ 2.43 bn

11,000+

in more than 30 countries

global sales

employees worldwide

Founded 1818 in Heidenheim an der Brenz
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Divisions of HARTMANN
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Why IT Security?

• Protection of confidential data

• Pricing data

• Protection of know-how

• Competitive position of company

• Legal requirements

• Customer satisfaction
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Layers of IT Security

Company 
Assets 
Money 
Data

Advanced Persistent Threats

Natural Disaster

SPAM

Zero Day Attack

Phising Attack

Data Leak

Worms

Virus

Adware

Spyware

DOS & DDOS

Man in the Middle

Social Engineering

Rouge Employee

Malware

Cryptojacking

Ransomware

Man Made Disaster

Trojan Horse

SQL Injection

Drive-By Download

Spoofing

Protect

Detect

Response

Assets
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Technical IT Security

• Firewalls 

• Web-Security 

• Network Services

• E-Mail Security

• Malware Protection
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Technical IT Security at Hartmann

• Firewalls (Check Point)

• Web-Security (Zscaler)

• Network Services
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Network Service DNS

• DNS is a critical infrastructure service
• E-Mails, Business Applications and Websites dependent on DNS
• DNS traffic is not inspected from Firewalls, IDS and Proxies
• 79% of companies worldwide suffer from DNS attacks1
• Risk of data loss, service downtime and image damage

• European DSGVO imposes the „guarantee of secure storage of data“
• DNS is the gateway to any corporate network
• Average cost per DNS attack in USA ~ 780.000 €1

1 StealthLabs, Cybersecurity: DNS Attacks Cost USD 924,000 on Average, 
https://www.stealthlabs.com/news/cybersecurity-dns-attacks-cost-usd-924000-on-average/, 20.06.2020
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Is DNS a Risk?

Firewall

IPS/IDS

Proxy

Email

Sandbox

Internet
Data
Traffic

Welcome toHighway 
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Definition of a Risk

Company 
Assets 
Money 
Data

Illustration: Veranschaulichung, „Bedrohung“, „Schwachstelle“, Gefährdung“, „Risiko“ und „Maßnahme“.
Source: Based on BSI, 2011, Page 21.
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DNS Security Challenges

1. Stopping APTs, Malware & Botnet communication from using DNS
• Recursive

2. Preventing data exfiltration & DNS Tunneling
• Recursive

3. Defending against DNS DDOS & Hijacking attacks
• Authorative + Recursive
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2013 2021

Planning
IPAM System

Time travel to Secure Network Services

Implementation
Infoblox System 
Heidenheim
- IPAM
- DHCP
- Management 
MS DNS 

External DNS
-Infoblox with
Hidden Primary

Global Rollout
-DHCP
-Management 
MS DNS

Datacenter 
-Grid Master
-Network Service Master
-Network Insight

Migration
-Microsoft DNS 
to Infoblox 

DNS Security 
-Blox One
Threat Defense
-Advanced DNS 
Protection
(ADP)

DNSSEC
-Zone Signing
of
„hartmann.info“
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BloxOne Threat Defense in action
Conficker Case
• first finding directly after 

forwarding traffic

• One source IP tried to
communicate with Malicous
destinations
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Data Exfiltration Case
• One source IP was 

sending tons of dns
requests

BloxOne Threat Defense in action
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APT Case
• One source IP tried to

communicate to
malicious destination

BloxOne Threat Defense in action
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Public DoH (DNS over HTTPS)
• Some browsers (mostly

Firefox) which
are trying to use DoH
and public DNS servers

BloxOne Threat Defense in action
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• E-Mail Security

• Firewall

• Web Security

• Malware Security

• Secure Network Services

New Technical Security

Integrity

Confidentiality

Availability
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Quote 

„Trusting Infoblox was on of the best decisions of the
past decade. The Grid technology is reliable and the
base of bringing insight, availability and security into
our network services.“

- Stefan Staub
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Haben Sie Fragen?

Vielen Dank.


